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Time: 3 hours N'lar. Nlarlis: 75

\otr: -l his clLrcstion llallcr coutains t\\,o llarts A ancl B.

Part.A is conrpLrl-sor'_r ri'hich carrics 25 nrarlis.,Ansrrcr all clLrestions in I)arL,\. I)art B
cousists o1'-i tlrrits. Ansucr u1r,\'()nc 1irll clLrcstioir lronr caclr unil. I.:ach clLrestion ei.u'tics

l0 nrariis ancl rru-r ltrr e rr. [.. e irs strb clLrcstions.

I'AIIT - A

i a) \\ hat lile sec-Lritr rreclrerrisn.rs'.) [:rplain.
bi \\ hiit is itcgan()g|ullh,\'l
e l D', ),',, llrr'-! \\ itlr tlre slirl. rttu ttl lltrrl rrtt irt. te lt'. irt Le I 'i,z. ,,l l

securitv ol DI-S'l .lLrstil-r' )oLr iir.ls\\er.
d) Hori' lievs are excharrgecl irr Dillle-llclluran algorithnr'?
e) Give a nLlte on ptrblic l<ev inlr'astrr-rctrrrc.
lj \\"hrit probleln \\ as I(erberos clesignecl to aclclress'l lirplairr.
.l) in SSI ancl l'[.S. u Irr is there t] selllrale change cipher spec

ine lLrcl ing. clllrri!te ciphcr spee nrcssligc in thc lrlrrdshulic prolocol'l
tr) F-rplaiir lhc ll:.1:l: 301.1 l\\ ire lcss 1.,\N.
r) \\ lrrt is transport nrocle anci tLtnncl nroclc in II'sec'l

-i I Cire a briel'notc on \lirtLlai I:lections.
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f .rr) L-ist anci Lrricl'lr rlcl'ine categ()rics oi'Secur itr Se rvioe s ancl altacl(s.

bi liori rioLi ici rou test:t piccc ol'cipher tc\t to clcternrine c1 Lrrclily il'it u'as lilicll tlre resLrlt

ol' a sirnple stttrstatirtn'.) llxltlarrt. l-i r-i ]

ot{
l. (,lor-rsiclcr a clcslitolt ptiblishing s\steur Llsccl to prodttce clocLtnrents firr rrrt'ioLts

0 rg.an i z-Irt i 0 n s.

ir) (iirc an cranrple ri1'r.r trpe oIprrblicution lbr uhich contlcicntialitr ol'thc storcci c]ata

is Lllu rrru\l irlllrUl titllt l'i(ll.lilclllullL.
it) Oir e alt c,\anrllle o[' a t-v1tc cr1 1rrrbliurrtitrn irr rr hch drtit intcglitr is tire rttost

ltllllr,l l.rl IL l'.'Lltlil ulllul)t.

c) (iire an exarlltle irt nlrich s\slellr arailabilitl is the rnost inrl.rortant rccltrirelnertt.Ii0]



,1. AES consists o[-lour lunctions in three larers. Which o1'the lLrnctitlns arc prillllrrilv for

coptirsigu arrd riltich are prinrarilr litr dillirsion'.) \\hiclt ol'tlte lal'crs arc fbr ctlrlliisiorl

ancl ri irich arc tirr cl it'tirsiort'l .l Lrstitr \ otlr illls\\ crs. I I 0l

olt
,5.a) (-riticalll' artal\ ze the sccurin o1- I{SA.

b) Dil'fererrtiate ltetu'eett RC-i ancl blon l''islr. f 5+51

6. l.ist thc nlrin leatrrrcs ol' SLI;\--i I2 crvpLouraphic haslt iittlctiorr. \\"hat I'irlcl o1-

conrpression lirrtcLiott is Ltsctl in Sll,'\--i l2I il0]
() l{

l. F.rplain N,lessage ALtthcntication ltcclLrirements ancl u'hat are thc attaclis re lated ttl

ll'lu\\i.l:'L urrlllllltll)iulttioll.' I lul

8. ls rr possible in SSl. fbr the reccir,er to recorclet'SSl- r'ec,.rrcl bloclis that arrire ortt tlf
orclcr',' Il so. crpltiitt llott' it catl be clotlc. Il- not- n ltr tltlt'l I l0]

ol{.
9. DiscLrss rhe ILLIE 802.1 li \\iireless LAN SccLrrity'. Ll0l

I 0.a) I3ricllr cxplrirr ',ltc sce tllit:itl ol'Il) see Lrrit\ .tlrLl its l't'lic)
ttl L:rplain lP scctrritr archilecrLrre uncl also erplain basic ctltnbirlatitllls tl1'secLrritr

'i\sr)ciiiLir)r'rs ri ith li rtelit diii!.rlilll. L-'i*5 I

0ii
I l. l-ist ancl explail thc PGP services anci explain httu' PCP lllessage gc'lreration is clorlc

ri'ith a r)e at .lia(Iralr, I t0]
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