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This question paper contains two parts A and B.

[Max. Marks: 70]

Part A is compulsory which carries 20 marks. Answer all questions in Part A.
Part B consists of 5 Units. Answer any one full question from each unit. Each question

carries 10 marks and may have a, b, ¢ as sub questions.

PART-A

List the 4 different advantages of ethical hacking.
Why the computer security is needed?

List the importance of security policy?

Outline the advantages of timing of information.
What is meant by “baseline a standard build”?
What is dumpster diving?

What is Enumeration?

What is soft objective?

What is final analysis?

What is incident management?

PART-B
List the major categories of hacking impacts?

What are the different types of hackers? Explain.
OR

Discuss the ethical hacking framework.

Analyze how a controlled attack is planned.
OR

Analyze the advantages and disadvantages of multi phased attacks.

Discuss the technical preparation needed for preparing for a hack.
OR
Write a short note on:

Physical security.
Internet reconnaissance.

Explain the various enumeration technologies available.

OR
List the elements of enumeration?

Discuss the overall format of the deliverable.

OR
Analyze integration summary.
Discuss mitigation.
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