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Note: This question paper contains two parts A and B.
Part A is compulsory which carries 20 marks. Answer all questions in Part A.

Part B consists of 5 Units. Answer any one full question from each unit. Each question
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carries 10 marks and may have a, b, ¢ as sub questions.

PART-A
Define Hack Value.

[Max. Marks: 70]

(20 Marks)
[2M]

Which attacks can be prepared by a hacker against an organization with weak physical  [2M]

security controls?

List multi phased attacks. [2M]
What is a source point? [2M]
Define Reconnaissance. [2M]
What is internet reconnaissance? [2M]
List elements of enumeration. [2M]
What is the role of thread in exploitation? [2M]
How to align findings? [2M]
What is a deliverable? [2M]

PART-B (50 Marks)
Explain in detail the elements/principles of information security. [10M]

OR

Compare hacking and ethical hacking. What are the effects of hacking on business? [10M]

What are the different attack vectors through which the attacker can attack [10M]

information system? Explain.
OR
What is information security policies? What are its goal?

Describe Social Engineering in detail.
OR
Illustrate the role of physical security in reconnaissance.

Explain the different services with their port numbers to enumerate.
OR
Discuss about intutive testing and evasion of enumeration.

How to integrate the results and summary?
OR

Explain the procedure of defense panning and incident management.
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