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This question paper contains two parts A and B.
Part A is compulsory which carries 20 marks. Answer all questions in Part A.

[Max. Marks: 70]

Part B consists of 5 Units. Answer any one full question from each unit. Each question

carries 10 marks and may have a, b, ¢ as sub questions.

PART-A (20 Marks)
Write the advantages of cloud computing. [2M]
Compare public vs private cloud. [2M]
What are the challenges organizations might face when migrating existing web servicesto  [2M]
a cloud environment.
List the advantages of deploying web services. [2M]
Define authentication. [2M]
Write the security challenges in the cloud. [2M]
What is meant by Multi-tenancy? [2M]
Describe Virtual Machine File System. [2M]
Give the challenges of data storage security in cloud. [2M]
What are the basic principles of security management? [2M]
PART-B (50 Marks)
How do SaaS, IaaS, and PaaS offerings differ in terms of management responsibilities for  [10M]
users? Give examples to illustrate these differences.
OR
Define cloud computing and explain its fundamental principles. [5M]
Discuss the role of virtualization technologies in creating cloud environments. [5M]
Analyze the processes required for deploying web services from inside and outside cloud ~ [10M]
architecture along with the advantages and disadvantages of each approach.
OR
How does the choice of deployment environment impact the scalability and performance [10M]
of web services? Provide examples to support your answer.
List and explain cloud security concepts. [10M]
OR
Illustrate the principles of confidentiality, integrity, and availability applied in Software as  [10M]
a Service (SaaS) with suitable examples.
What are the security concerns associated with multi-tenancy in virtualized environments?  [10M]
OR
Discuss about ESX file system security. [10M]
Describe the challenges and solutions associated with data security and storage in the [10M]
cloud.
OR
How can organizations identify and mitigate security risks associated with their cloud- [10M]

based infrastructure and services? Explain.
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