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Note: This question paper contains two parts A and B. 
          Part A is compulsory which carries 20 marks. Answer all questions in Part A. 
           Part B consists of 5 Units. Answer any one full question from each unit. Each question     

           carries 10 marks and may have a, b, c as sub questions. 

 
                                                       PART-A          (20 Marks) 

 

1. a) What is cybercrime? [2M] 
b) How does a computer worm spread? [2M] 

c) Which command in Unix helps capture active network connections? [2M] 

d) Why is write-blocking used during forensic duplication? [2M] 

e) Give two examples of data-hiding techniques used by cybercriminals. [2M] 
f) What is network forensics? [2M] 

g) What is the role of automation in forensic tools? [2M] 

h) How can forensic investigators trace the origin of an e-mail? [2M] 
i) What is a file system, and why is it important in digital forensics? [2M] 

j) Where is the Windows system registry stored? [2M] 

 

                                                                                 PART-B               (50 Marks) 

 

2. What is cybercrime? Discuss its various types and explain how cybercriminals exploit 

technological vulnerabilities to commit crimes. Provide real-life examples. 

[10M] 

OR  

3. Define digital forensics and explain its significance in cybercrime investigations. [10M] 

     
4. Explain the significance of the initial response in a cyber-security incident. [10M] 

OR 

5. How does volatile data collection in Unix systems differ from Windows systems? [10M] 
     

6. Describe different data-hiding methods and discuss how forensic investigators 

uncover hidden data. 

[10M] 

OR 
7. What is forensic data validation, and why is it important in digital investigations? [10M] 

     

8. Discuss how investigators determine the appropriate forensic software and hardware 
tools for a case. 

[10M] 

OR 

9. Explain the role of forensic software tools in digital investigations. [10M] 

     
10. Explain the differences between FAT32, NTFS, and exFAT, highlighting their 

forensic significance. 

[10M] 

OR 
11. How does Windows organize files and directories, and what are the key system files 

used during operation? 

[10M] 
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