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UNIT-1
1. Define the term database. Discuss the need for database security?
Database security is a growing concern evidenced by an increase in the number of reported incidents of loss of or unauthorized exposure to sensitive data. As the amount of data collected, retained and shared electronically expands, so does the need to understand database security. The Defense Information Systems Agency of the US Department of Defense (2004), in its Database Security Technical Implementation Guide, states that database security should provide controlled, protected access to the contents of a database as well as preserve the integrity, consistency, and overall quality of the data. Students in the computing disciplines must develop an understanding of the issues and challenges related to database security and must be able to identify possible solutions.

At its core, database security strives to insure that only authenticated users perform authorized activities at authorized times. While database security incorporates a wide array of security topics, notwithstanding, physical security, network security, encryption and authentication, this paper focuses on the concepts and mechanisms particular to securing data. Within that context, Database security encompasses three constructs: confidentiality or protection of data from unauthorized disclosure, integrity or prevention from unauthorized data access, and availability or the identification of and recovery from hardware and software errors or malicious activity resulting in the denial of data availability.

2. Explain about security control conclusions?

Data handling related to when you view, update, delete, transfer, mail, store, or destroy data. It also relates to how you transfer the data from one location to another. Data is not always stored electronically. Occasionally it could be paper stored in a filing cabinet or in a binder. Complying with secure best practices when identifying, transmitting, redistributing, storing or disposing of restricted data.
Authentication: The process of identifying an individual usually based on a username and password. In security systems, authentication is distinct from authorization, which is the process of giving individuals access to system objects based on their identity. Authentication merely ensures that the individual is who he or she claims to be, but says nothing about the access rights of the individual
Encryption: Encryption is the conversion of data into a form, called a ciphertext that cannot be easily understood by unauthorized people. Decryption is the process of converting encrypted data back into its original form, so it can be understood.
Audit trail: A record showing who has accessed a computer system and what operations he or she has performed during a given period of time. Audit trails are useful both for maintaining security and for recovering lost transactions. Most accounting systems and database management systems include an audit trail component. In addition, there are separate audit trail software products that enable network administrators to monitor use of network resources.
Physical security: Physical security describes security measures that are designed to deny access to unauthorized personnel (including attackers or even accidental intruders) from physically accessing a building, facility, resource, or stored information; and guidance on how to design structures to resist potentially hostile acts. Physical security can be as simple as a locked door or as elaborate as multiple layers of barriers, armed security guards and guardhouse placement

3. Explain some of the problems in database security?

Several issues are important when considering a security method for a storage area network (SAN). The network must be easily accessible to authorized people, corporations, and agencies. It must be difficult for a potential hacker to compromise the system. The network must be reliable and stable under a wide variety of environmental conditions and volumes of usage.

Protection must be provided against online threats such as viruses, worms, Trojans, and other malicious code. Sensitive data should be encrypted. Unnecessary services should be disabled to minimize the number of potential security holes. Updates to the operating system, supplied by the platform vendor, should be installed on a regular basis. Redundancy, in the form of identical (or mirrored) storage media, can help prevent catastrophic data loss if there is an unexpected malfunction. All users should be informed of the principles and policies that have been put in place governing the use of the network.
Two criteria can help determine the effectiveness of a storage security methodology. First, the cost of implementing the system should be a small fraction of the value of the protected data. Second, it should cost a potential hacker more, in terms of money and/or time, to compromise the system than the protected data is worth.
Data backup: Database backup is the process of making a complete secondary copy of a database or database server for the purpose of recovering the database following a disaster. Businesses who rely upon databases to conduct business operations and/or provide services are especially susceptible to the loss of database information, and therefore generally invest in some form of database backup. Most database management systems (DBMSs) feature the ability to create a backup of a given instance locally; however, local data remains susceptible to loss or damage from accidental deletion, drive or partition errors, or physical damage due to hardware failure or disaster. A properly conducted database backup ensures that the most recent copy of operational data is available for recovery.
Backup service providers such as CRC offer the ability to make complete backups offsite of common database servers such as SQL Server, Oracle and DB2. In addition, CRC allows users to perform a database backup without taking the database server offline, a critical consideration when database functionality is critical to core business tasks.
Databases are also regularly backed up for reporting and compliance purposes, since regulations imposed by the Federal government require many types of organizations to maintain access to electronic records.

4. Write short notes on security policies?
Security policy is a definition of what it means to be secure for a system, organization or other entity. For an organization, it addresses the constraints on behavior of its members as well as constraints imposed on adversaries by mechanisms such as doors, locks, keys and walls. For systems, the security policy addresses constraints on functions and flow among them, constraints on access by external systems and adversaries including programs and access to data by people.

Organization-wide implementation: There is a great need for organizational leaders to provide data-based evidence that a program or initiative makes a difference. The authors describe findings from a survey designed to gather baseline data about changes organizations experience after implementing the Clinical Practice Model framework, and report how the Clinical Practice Model Resource Center staff used the survey findings to build the capacity of individuals accountable for implementing this integrated, interdisciplinary professional practice framework into the organization's operations

Periodic review of policies in place: This work provides a comprehensive analysis of a general periodic review production/inventory model with random (variable) yield. Existence of an order point whose value does not depend on yield being random is proved in the single period case without specifying the yield model and using a very general cost structure. When yield is a random multiple of lot size, the no order-up-to optimal policy is characterized for a finite-horizon model. The finite-horizon value functions are shown to converge to the solution of an infinite-horizon functional equation, and the infinite-horizon order point is shown to be no smaller than when yield is certain.

5. Explain about  access matrix model?
The access matrix model is the policy for user authentication, and has several implementations such as access control lists (ACLs) and capabilities. It is used to describe which users have access to what objects.
The access matrix model consists of four major parts:
A list of objects
A list of subjects
A function T which returns an object's type
The matrix itself, with the objects making the columns and the subjects making the rows In the cells where a subject and object meet lie the rights the subject has on that object. Some example access rights are read, write, execute, list and delete.






Example Access Matrix
[image: ]
i. Entry of a right into a specified cell
ii. Removal of a right from a specified cell
iii. Creation of a subject
iv. Creation of an object
v. Removal of an subject
vi. Removal of an object

Implementation:
The two most used implementations are access control lists and capabilities. Access control lists are achieved by placing on each object a list of users and their associated rights to that object. An interactive demonstration of access control lists can be seen here. For example, if we have file1, file2 and file3, and users (subjects) John and Sally, an access control list might look like:
[image: ]


The rights are R (Read), W (Write) and X (Execute). A dash indicates the user does not have that particular right. Thus, John does not have permission to execute File3, and Sally has no rights at all on File1.
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Capabilities are accomplished by storing on each subject a list of rights the subject has for every object. This effectively gives each user a keying. To remove access to a particular object, every user (subject) that has access to it must be "touched". A touch is an examination of a user's rights to that object and potentially removal of rights.
This brings back the problem of sweeping changes in access rights. Here is what an implementation of capabilities might look like, using the above example:
Access restrictions such as access control lists and capabilities sometimes are not enough. In some cases, information needs to be tightened further, sometimes by an authority higher than the owner of the information. For example, the owner of a top secret document in a government office might deem the information available to many users, but his manager might know the information should be restricted further than that. In this case, the flow of information needs to be controlled – secure information cannot flow to a less secure user.

6. Explain in detail about take grant model?
The take-grant protection model is a formal model used in the field of computer security to establish or disprove the safety of a given computer system that follows specific rules. It shows that for specific systems the question of safety is decidable in linear time, which is in general un decidable.
The model represents a system as directed graph, where vertices are either subjects or objects. The edges between them are labeled and the label indicates the rights that the source of the edge has over the destination. Two rights occur in every instance of the model: take and grant. They play a special role in the graph rewriting rules describing admissible changes of the graph.
There are a total of four such rules:
i. Take rule allows a subject to take rights of another object (add an edge originating at the subject)
ii. Grant rule allows a subject to grant own rights to another object (add an edge terminating at the subject)
iii. Create rule allows a subject to create new objects (add a vertex and an edge from the subject to the new vertex)
iv. Remove rule allows a subject to remove rights it has over on another object (remove an edge originating at the subject) Preconditions for take(o,p,r): subject s has the right Take for o. object o has the right r on p.
Preconditions for grant(o,p,r): subject s has the right Grant for o. s has the right r on p.
Using the rules of the take-grant protection model, one can reproduce in which states a system can change, with respect to the distribution of rights. Therefore one can show if rights can leak with respect to a given safety model.
In this model the protection state is represented as a directed finite graph. In the graph, vertices are entities of the system and edges are labeled. Each label indicates the rights that the source vertex of the corresponding edge has over the destination vertex. Entities could be subjects (represented by ●), objects (represented by ) or play the both roles (represented by ⊗). The set of basic access rights is denoted as R={t,g,r,w} which t, g, r and w respectively stand for take, grant, read, and write ac- cess rights. To model the rights transfer, Take-Grant protection model uses a set of rules called de-jure rules. These rules transfer the Take-Grant graph to a new state which reflects the modification of protection state in an actual system. The dejure Network Vulnerability Analysis through Vulnerability Take-Grant Model (VTG) rules are taking, grant, create and remove. The take and grant rules are described briefly as:
1. Take rule: Let x, y, and z be three distinct vertices in a protection graph G0 and let x be a subject. Let there is an edge from x to y labeled γ where t∈ γ, an edge from y to z labeled β. Then the take rule defines a new graph G1 by adding an edge to the protection graph from x to z labeled α, where α⊆β. Fig 1.(a) shows the take rule graphically.
2. Grant rule: Let x, y, and z be three distinct vertices in a protection graph G0 and let x be a subject. Let there is an edge from x to y labeled β where g∈ γ, an edge from x to z labeled β. Then the grant rule defines a new graph G1 by adding an edge to the protection graph from y to z labeled α, where α⊆β. Fig.1(b) shows the grant rule graphically.
Having the take right over another subject or object means that its owner can achieve all rights of the associated subject or object unconditionally. However, obtaining the rights through the grant rule requires cooperation of the grantor.
[image: ]
Fig. 1. (a) Take rewriting rule. (b) Grant rewriting rule.

7. Write any four features of Acten model?
· This model is boosted up with additional administrative privileges
· Authorizations are added with the predicates
· The administrative privileges and the access authorizations are illustrated with the graphs individually
· All the enhancements of this model aim to extend the controls with regard to the privilege transport flow
8. Define threat. Mention types of threats?
A Threat refers to intention which has the potential to harm or cause danger
1. Prople
2. Natural Disasters
3. Malicious code
4. Technological disaster












UNIT-2
1.  Discuss Bell and LaPadula’s model?
The Bell–LaPadula Model (abbreviated BLP) is a state
machine model used for enforcing access control in government and military applications. It was developed by David Elliott Bell and Leonard J. LaPadula, subsequent to strong guidance from Roger R. Schell to formalize the U.S. Department of Defence (DoD) multilevel security (MLS) policy. The model is a formal state transition model of computer security policy that describes a set of access control rules which use security labels on objects and clearances for subjects. Security labels range from the most sensitive (e.g."Top Secret"), down to the least sensitive (e.g.,
"Unclassified" or "Public")
The Bell–LaPadula model is an example of a model where there is no clear distinction of protection and security 
FEATURES: The Bell–LaPadula model focuses on data confidentiality and controlled access to classified information, in contrast to the Biba Integrity Model which describes rules for the protection of data integrity. In this formal model, the entities in an information system are divided into subjects and objects. The notion of a "secure state" is defined, and it is proven that each state transition preserves security by moving from secure state to secure state, thereby inductively proving that the system satisfies the security objectives of the model. The Bell–LaPadula model is built on the concept of a state machine with a set of allowable states in a computer network system. The transition from one state to another state is defined by transition functions.
The model defines two mandatory access control (MAC) rules and one discretionary access control (DAC) rule with three security properties:
i. The Simple Security Property - a subject at a given security level may not read an object at a higher security level (no read-up).
ii. The property (read "star"-property) - a subject at a given security level must not write to any object at a lower security level (no write-down).
iii. The Discretionary Security Property - use of an access matrix to specify the discretionary access control.

The Bell–LaPadula model explicitly defined its scope. It did not treat the following extensively:
i. Covert channels. Passing information via pre-arranged actions was described briefly.
ii. Networks of systems. Later modeling work did address this topic.
iii. Policies outside multilevel security. Work in the early 1990s showed that MLS is one version of boolean policies, as are all other published policies.

LIMITATIONS:
i. Only addresses confidentiality, control of writing (one form of integrity), property and discretionary access control 
ii. Covert channels are mentioned but are not addressed comprehensively
iii. The tranquility principle limits its applicability to systems where security levels do not change dynamically. It allows controlled copying from high to low via trusted subjects.
2. Explain in detail about Biba’s model?
The Biba Model or Biba Integrity Model developed by Kenneth J. Biba in 1977,[1] is a formal state transition system of computer security policy that describes a set of access control rules designed to ensure data integrity. Data and subjects are grouped into ordered levels of integrity.
The model is designed so that subjects may not corrupt objects in a level ranked higher than the subject, or be corrupted by objects from a lower level than the subject.
In general the model was developed to circumvent a weakness in the Bell–LaPadula model which only addresses data confidentiality.
FEATURES:
In general, preservation of data integrity has three goals:
i. Prevent data modification by unauthorized parties
ii. Prevent unauthorized data modification by authorized parties
iii. Maintain internal and external consistency (i.e. data reflects the real world)
This security model is directed toward data integrity (rather than confidentiality) and is characterized by the phrase: "no read down, no write up". This is in contrast to the Bell-LaPadula model which is characterized by the phrase

The Biba model defines a set of security rules similar to the Bell-LaPadula model. These rules are the reverse of the Bell-LaPadula rules:
i. The Simple Integrity Axiom states that a subject at a given level of integrity must not read an object at a lower integrity level 
ii. The * (star) Integrity Axiom states that a subject at a given level of integrity must not write to any object at a higher level of integrity 

3. Explain about Sea view model?

The Sea View formal security policy model admits a range of designs for a multilevel secure relational database system. The requirement for a nearterm implementation suggests that the design should utilize existing technology to the extent possible. Thus the design uses an existing database management system ported to an existing TCB (trusted computing base) environment. A pre processor translates key constructs of the Sea View multilevel relational data model to those of the standard relational model used by the commercial database system. The underlying reference monitor enforces mandatory and basic discretionary controls with A1 assurance. By combining single-level data into a multilevel view, it is possible to use a commercial database system and classify data at the relation level to implement the Sea View model, with element-level classification.
In Sea View the design approach is built on the notion of a reference monitor for mandatory security. Sea View provides the user with the basic abstraction of a multilevel relation in which the individual data elements are individually classified. This design approach implements multilevel relations as views stored over single level relations, transparent to the user. The single-level relations are stored in segments managed by an underlying mandatory reference monitor. This underlying mandatory reference monitor performs a label comparison for subjects and the segments for which they request access, to decide whether to grant access. The access class of any particular data element in a multilevel relation is derived from the access class of the single-level relation in which the data element is stored, which in turn matches the access class of the segment in which it is stored, which is known to the reference monitor. Thus, labels for each individual data element do not have to be stored, as was supposed prior to Sea View
In Sea View, every database function is carried out by a single-level subject. Thus, a database ystem subject, when operating on behalf of a user, cannot gain access to any data whose classification is not dominated by the user's clearance. The use of only single-level subjects for routine database operations provides the greatest degree of security possible and considerably reduces the risk of disclosure of sensitive data. This approach means that there must be at least one database server instance for each active access class. Thus, the database system consists of multiple database server instances that share the same logical database.

4. Define paging?
It is a non-contiguous memory allocation scheme. It divides the physical memory into fixed sized blocks called as frames and logical memory into pages. The page and block are of the same size. Hence, one logical page fits exactly in one physical block.
Each process residing on disk is composed of several pages. Whenever has to be executed, its pages are brought into main memory’s frames. There is no restriction of pages being contiguous; they can be fragmented, here and there in main memory. Each process maintains a table which maps its page numbers to the block numbers they are residing in.                                  
5. What is meant by DION model?
DION model defines a mandatory policy that not only ensures data secrecy but also ensures data integrity. This model integrates the principles of controlling secrecy and providing strict integrity policy of BELL-Lapudula model respectively. The DION model fails to provide policy due to which all accesses that satisfy mandatory policy are considered authorized.
6. Explain in detail about isolation?
Because of the problems with effectively implementing Security by Correctness approach, people, from the very beginning, has also taken another approach, which is based on isolation. The idea is to split a computer system into smaller pieces and make sure that each piece is separated from the other ones, so that if it gets compromised/malfunctions, then it cannot affect the other entities in the system. Early UNIX's user accounts and separate process address spaces, things that are now present in every modern OS, are examples of Security by Isolation.
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Obviously the problem is because the kernels are monolithic. Why not implement Security by Isolation on a kernel level then? Well, I would personally love that approach, but the industry simply took another course and decided that monolithic kernels are better then micro-kernels, because it's easier to write the code for them and (arguably) they offer better performance. 
	[image: ]		
Many believe, including myself, that this landscape can be changed by the virtualization technology. Thin bare-metal hypervisor, like e.g. Xen, can act like a micro kernel and enforce isolation between other components in the system - e.g. we can move drivers into a separate domain and isolate them from the rest of the system. But again there are challenges here on both the design- as well as the implementationlevel.
For example, we should not put all the drivers into the same domain, as this would provide little improvement in security.
7. Explain functionalities in some operating system?
Operating system security is provided by gates that users must pass through before entering the operating system environment, and permission matrixes that determine what they are able to do once inside. In some contexts, secure RPC passwords have been referred to as network passwords.
The overall system is composed of four gates and two permission matrixes:
Dialup gate: To access a given operating system environment from the outside through a modem and phone line, you must provide a valid login ID and dial-up password.
Login gate: To enter a given operating system environment you must provide a valid login ID and user password.
Root gate: To gain access to root privileges, you must provide a valid root user password.
File and directory matrix
Once you have gained access to an operating system environment, your ability to read, execute, modify, create, and destroy files and directories is governed by the applicable permissions.
NIS+ objects matrix
Once you have been properly authenticated to NIS+, your ability to read, modify, create, and destroy NIS+ objects is governed by the applicable permissions. This process is called NIS+ authorization.
 8. Explain how trusted computer system provides security?
Trusted Computer System Evaluation Criteria (TCSEC) is a United States Government Department of Defence (DoD) standard that sets basic requirements for assessing the effectiveness of computer security controls built into a computer system. The TCSEC was used to evaluate, classify and select computer systems being considered for the processing, storage and retrieval of sensitive or classified information.
TCSEC is divided in four parts: A, B, C, and D, where 'A' describes systems with the highest security and 'D' describes untrusted/untrustworthy systems. Each of these is further subdivided into "classes". Microsoft received "C2" certification for Windows NT. This mean the government certified the system as to conforming to class 2 of division C. Contrast: TCSEC is designed around the concept of trusted employees accessing local systems. It was not designed for today’s open Internet access. Hackers do not approach security from the TCSEC point of view.
TCSEC doesn't deal with types of threats hackers pose. What this means is that the TCSEC approach is irrelevent when trying to defend your e-commerce site against hackers. However, it is extremely useful in protecting internal systems from internal people. Remember that the biggest threat is from your own internal employees, and that most cybercriminals were convicted for having abused trust placed in them.



                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       
UNIT-3
1.  Explain the methodological approach to security software design?

Software design is the process of implementing software solutions to one or more set of problems. One of the important parts of software design is the software requirements analysis (SRA). It is a part of the software development process that lists specifications used in software engineering. If the software is "semi-automated" or user centered, software design may involve user experience design yielding a story board to help determine those specifications. If the software is completely automated (meaning no user or user interface), a software design may be as simple as a flow chart or text describing a planned sequence of events. There are also semi-standard methods like Unified Modeling Language and Fundamental modeling concepts. In either case, some documentation of the plan is usually the product of the design. Furthermore, a software design may be platform-independent or platform-specific, depending on the availability of the technology used for the design.
Design Concepts:
The design concepts provide the software designer with a foundation from which more sophisticated methods can be applied. A set of fundamental design concepts has evolved. They are:
Abstraction - Abstraction is the process or result of generalization by reducing the information content of a concept or an observable phenomenon, typically in order to retain only information which is relevant for a particular purpose.
Refinement - It is the process of elaboration. A hierarchy is developed by decomposing a macroscopic statement of function in a step-wise fashion until programming language statements are reached. In each step, one or several instructions of a given program are decomposed into more detailed instructions.
Abstraction and Refinement are complementary concepts.
Modularity - Software architecture is divided into components called modules. Software Architecture - It refers to the overall structure of the software and the ways in which that structure provides conceptual integrity for a system. A good software architecture will yield a good return on investment with respect to the desired outcome of the project, e.g. in terms of performance, quality, schedule and cost.
Control Hierarchy - A program structure that represents the organization of a program component and implies a hierarchy of control. 
Structural Partitioning - The program structure can be divided both horizontally and vertically. Horizontal partitions define separate branches of modular hierarchy for each major program function. Vertical partitioning suggests that control and work should be distributed top down in the program structure.
Data Structure - It is a representation of the logical relationship among individual elements of data.
Software Procedure - It focuses on the processing of each module individually 
Information Hiding - Modules should be specified and designed so that information contained within a module is inaccessible to other modules that have no need for such information
2. Explain Secure Operating System Design?	
Most modern information computer systems provide concurrent execution of multiple applications in a single physical computing hardware (which may contain multiple processing units). Within such a multitasking, time-sharing environment, individual application jobs share the same resources of the system, e.g., CPU, memory, disk, and I/O devices, under the control of the operating system. In order to protect the execution of individual application jobs from possible interference and attack of other jobs, most contemporary operating systems implement some abstract property of containment, such as process (or task) and TCB (Task Control Block), virtual memory space, file, port, and IPC (Inter Process Communication), etc. An application is controlled that only given resources (e.g., file, process, I/O, IPC) it can access, and given operations (e.g., execution or read-only) it can perform. However, the limited containment supported by most commercial operating systems (MS WIndows, various flavors of Unix, etc) bases access decisions only on user identity and ownership without considering additional security-relevant criteria such as the operation and trustworthiness of programs, the role of the user, and the sensitivity or integrity of the data. As long as users or applications have complete discretion over objects, it will not be possible to control data flows or enforce a system-wide security policy. Because of such weakness of current operating systems, it is rather easy to breach the security of an entire system once an application has been compromised, e.g., by a buffer overflow attack. 
It is not possible to protect against malicious code of an application using existing mechanisms of most commercial operating systems because a program running under the name of a user receives all of the privileges associated with that user. Moreover, the access controls supported by the operating systems are so coarse – only two categories of users: either completely trusted super users (root) or completely untrusted ordinary users. As the result, most system services and privileged applications in such systems have to run under root privileges that far exceed what they really needed. A compromise in any of these programs would be exploited to obtain complete system control.

3. Explain About DBMS Design Security Package?
The result of database design is a plan for the construction of a database that captures some of the essential features of the proposed database, but omits a lot of less important detail. These plans often take the form of data models, and database design can be learned as the art of constructing a certain kind of data model.
Most databases that capture and manage semi-permanent data operate under the control of a database management system (DBMS). Prominent DBMS products are Microsoft's SQL Server, Oracle RDBMS, and IBM's DB2. There are dozens of others. Many of the questions and answers you’ll find under this tag relate to one of these DBMS products, but some design issues are DBMS independent.
The amount of preparation and education you’ll need before building your first successful database varies widely depending on many factors. Among other factors, it depends on how ambitious your database project is and on what prior experience you bring to bear on the project. Very experienced programmers sometimes underestimate the amount of material there is to learn about database design.
Sometimes programmers learn well by trial and error, or by postponing formal learning until their second or third project. Other times, database design neophytes make design decisions that lead into pitfalls that are very difficult to reverse.
There are many ways to measure the quality of a database design. Programmers building their first database are often primarily concerned with performance. There’s no question that performance is important. A bad design can easily result in database operations that take ten to a hundred times as much time as they should.
But don’t let performance issues blind you to other aspects of good design. In particular, future proofing of a database is enormously important. Failure to do this can result in a database that traps its users at the first level and prevents their data from evolving as their needs evolve.

4. Write short notes on statistical database?
    A set of concepts, rules, and procedures that help us to:
• Organize numerical information in the form of tables, graphs, and charts;
• Understand statistical techniques underlying decisions that affect our lives and
   well-being; and
• Make informed decisions.
Statistical databases are databases containing statistical information. Such databases are normally released by national statistical institutes but, on occasion, they can also be released by healthcare authorities (epidemiology) or by private organizations (e.g. consumer surveys). Statistical databases typically come in three formats:
• Tabular data, that is, tables with counts or magnitudes, which are the classical output of official       statistics;
• Queryable databases, that is, on-line databases to which the user can submit statistical queries (sums, averages, etc.);
• Micro data , that is, files where each record contains information on an individual (a citizen or a company).

5.  List and explain various type of attacks on databases?
Inference attacks are notoriously hard to mitigate due to the fact that some data always needs to be made available to legitimate sources. It's difficult to prevent a determined individual from connecting available non-sensitive data and making inferences about more sensitive data. With more databases reachable from the web, this opens numerous opportunities for hackers to gain knowledge about sensitive or confidential data which they should not have.
Database inference is not easily categorized in any other group of information security attacks. This is due to the fact that an inference attack leverages the human mind, or similar logic systems, in order to obtain data that may be considered secure in the traditional sense There are many definitions of what an inference is, but in the context of database security it is defined as the act or process of deriving sensitive information from premises known or assumed to be true. The _premises known or assumed to be true_ may be freely/publicly available information or information gleaned through other methods.
· Passive attacks
· Active attacks
6. Explain Inferencing Categories?
Logical Inferences
Uses association rules such as those gleaned from data mining to make logical assumptions about data. If a, b, c, d and a ,b ,e , d then probably a, b, f _ d. Logical inferences are most commonly used to make associations between textual data. Techniques borrowed from data mining such as apriori and clustering. These generally fall under the category of direct attacks, but can also be considered indirect when more complex methods are used.
Statistical Inferences
Takes aggregate data and uses math/statistics to derive data pertaining to individuals in the data set. Statistical inferencing is generally applied to numerical data sets but can be extended to use with textual data. Textual data can easily be enumerated or represented as frequencies or counts. The same statistical methods can then be used to derive associations. These generally fall under the category of indirect attacks since result are based on a combination (sometimes quite complex) of intermediate results frequently based on aggregate data.












UNIT-4
1.  Explain Models For The Protection Of Frame Based System?
Frame based systems use entities like frames and their properties as a modeling primitive. The central modeling primitive is a frame together with slots. These slots are applicable only to the frames they are defined for. Value restriction (facets) can be defined for each attribute. A frame provides a context for modeling one aspect of a domain. An important part of frame-based languages is the possibility of inheritance between frames. The inheritance allows inheriting attributes together with restrictions on them. Knowledge base then consists from instances (objects) of these frames.
An example of the usage of the frame-based model is Open Knowledge Base Connectivity (OKBC) that defines API for accessing knowledge representation systems. It defines most of the concepts found in frame-based systems, object databases and relational databases. The OKBC API is defined in language independent fashion, and implementations exist for Common Lisp, Java, and C. The OKBC API provides operations for manipulating knowledge expressed in an implicit representation formalism called the OKBC Knowledge Model. The conceptualization in OKBC Knowledge Model is based on frames, slots, facets, instances, types, and constants. This knowledge model supports an object- oriented representation of knowledge and provides a set of representational constructs and thus can serve as an interlingua for knowledge sharing and translation. The OKBC Knowledge Model includes constants, frames, slots, facets, classes, individuals, and knowledge bases.
The OKBC knowledge model assumes a universe of discourse consisting of all entities about which knowledge is to be expressed. In every domain of discourse it is assumed that all constants of the following basic types are always defined: integers, floating point numbers, strings, symbols, lists, classes. It is also assumed that the logical constants true and false are included in every domain of discourse. Classes are sets of entities, and all sets of entities are considered to be classes.
A frame is a primitive object that represents an entity in the domain of discourse. A frame is called class frame when it represents a class, and is called individual frame when it represents an individual. A frame has associated with it a set of slots that have associated a set of slot values. A slot has associated a set of facets that put some restrictions on slot values. Slots and slot values can be again any entities in the domain of discourse, including frames. A class is a set of entities, that are instances of that class (one entity can be instance of multiple classes). A class is a type for those entities. Entities that are not classes are referred to as individuals. Class frames may have associated a template slots and template facets that are considered to be used in instances of subclasses of that class. Default values can be also defined.
Each slot or facet may contain multiple values. There are three collection types: set, bag (unordered, multiple occurrences permitted), and list (ordered bag). A knowledge base (KB) is a collection of classes, individuals, frames, slots, slot values, facets, facet values, frame-slot associations, and frame-slot-facet associations. KBs are considered to be entities of the universe of discourse and are represented by frames. There are defined standard classes, facets, and slots with specified names and semantics expressing frequently used entities.

2. Explain A Model For The Protection Of Object Oriented System?
Much attention has recently been directed towards the development of object-oriented programming and object-oriented systems. Its notion is a natural consequence of modeling any entity in the real world as an object. Thus, an object could be as simple as an integer or as complex as an automobile. Object-oriented para- digm has been extended to model database systems also by providing support for persistence and schema management among others. Simultaneously, attention is also being directed to the design and development of secure database systems, including multilevel secure database management systems (MLS/DBMS). Such systems are recognized as crucial for the secure operation of military applications. 
In a multilevel secure database management system, users cleared to different levels can be expected to share a database consisting of data at a variety of sensitivity levels. Until recently MLS/ DBMS research has been focused on the relational model of Codd.
 The relational model, although rich in theory, lacks the flexibility and power of representation of the object model. Therefore, it is expected that many new generation applications will gradually utilize the object model 
Security Policy
It is assumed that the multilevel secure object-oriented database management system (MLS/ODBMS) is hosted on a TCB (Trusted Computing Base), TCB is the solution proposed for multilevel security in operating systems. The security policy commonly used by most TCBs is the Bell and LaPadula security policy [BELL75], This policy consists of the following two propenies:
l. Simple property: A subject has read access to an object if the subject’s security clearance dominates the sensitivity level of the object (e. g., a secret subject can read either secret or unclassified objects).
2. property: A subject has write access to an object if the subject's clearance level is dominated by the security level of the object (e.g., an unclassined subject can write into an unclassined or secret object). A user may assign security levels to classes, instances, instance variables, and methods. These security levels are assigned via the mandatory security constraints. After the constraints are defined and stored in the constraint database, whenever a user requests to create a class, the schema manager component ofthe DBMS, which is responsible for managing the constraints, will examine the security constraints and determine the security level of the class. In addition, the schema manager may determine that some additional classes should also be created. Ultimately, the security levels are assigned to only the classes. The instances, instance variables, and methods associated with a class will get the security level of the class. That is, if a class is assigned say a secret security level, then all of its instances, methods, and instance variables are secret.














UNIT-5
1.  Write about the ORION authorization model?
The ORION authorization model permits access to data on the basis of explicit authorizations provided to each group of users. These authorizations are classified as positive authorizations because they specifically allow a user access to an object. Similarly, a negative authorization is used to specifically deny a user access to an object. The placement of an individual into one or more groups is based on the role that the individual plays in the organization. In addition to the positive authorizations that are provided to users within each group, there are a variety of implicit authorizations that may be granted based on the relationships between subjects and access modes.
Orion 2.0 has two major kinds of attributes uncertain and certain. A database table T is defined by a probabilistic schema consisting of a schema and dependency information. The schema is similar to the regular relational schema and species the names and data types of the table attributes (both certain and uncertain). The dependency information identifies the attributes in that are jointly distributed (i.e. correlated). For each dependent set of attributes in the model maintains a history.
Attributes: The uncertainty in many applications can be expressed using standard distributions. Orion has built-in support for commonly used continuous (e.g.Gaussian, Uniform) and discrete (e.g. Binomial, Poisson) distributions. These uncertain values are processed symbolically in the database. When the underlying data cannot be represented using standard distributions, Orion automatically converts them to approximate distributions, including histograms and discrete sampling.
[image: ]
Correlations and missing data: Correlated attributes in a table T(given by ΔT) are represented by a single joint distribution. An important feature of Orion is its support for partial. A partial is a distribution that sums (or integrates) to less than 1. This feature allows us to represent missing tuples. If the joint of a tuple (obtained by multiplying the individual of attributes) sums up to x, then 1-x is the probability that the tuple does not exist in the database.
Historical dependencies: In addition to the for each dependent group of uncertain attributes present in ΔT , we store its history ˄. While dependency information expresses intra-tuple dependencies at the schema level, history captures the inter-tuple dependencies at the instance level. The history of a given set of uncertain attributes denotes the attribute sets from which it is derived and is used while performing operations on the tuples to ensure that the results are consistent with PWS.
Operations: Correct evaluation of select-project join queries under PWS reduces to three fundamental operations on floor, marginalize, and product. These operations use the information maintained by dependency sets in ΔT and histories into detect any correlations and handle them appropriately. The standard relational operations remain unchanged for the certain attributes in the database.

2. Explain about RETISS system?
RETISS system
A real-time security system (RETISS) for threat detection is described, pointing out security violations in the target system under control. RETISS is based on the hypothesis that a correlation exists between anomalous user behavior and threats. 
Security rules have been enforced to express this correlation and to detect and evaluate the probability of a given threat, based on the level of danger of the occurrences of the anomalies symptomatic for the threat. Levels of danger of all the anomalies are then fuzzy combined to express the probability of the threat. RETISS is independent of any particular system and application environment. Moreover, RETISS runs on a machine different from that of the target system in order to be protected against attacks from users of the target system.
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